
 

 



 

 

 

 

 

 

 

 

 



Economy of Mechanism (Occam’s razor) 

 

Open Design:  

The open design security principle states that the implementation details of the design 
should be independent of the design itself, allowing the design to remain open while the 
implementation can be kept secret. This is in contrast to security by obscurity where the 
security of the software is dependent upon the obscuring of the design itself. 

When software is architected using the open design concept, the review of the design 
itself will not result in the compromise of the safeguards in the software. 

 

Least Common Mechanism: 

The security principle of least common mechanisms disallows the sharing of 
mechanisms that are common to more than one user or process if the users or 
processes are at different levels of privilege. This is important when defending against 
privilege escalation. 

 

Psychological acceptability 

A security principle that aims at maximizing the usage and adoption of the security 
functionality in the software by ensuring that the security functionality is easy to use 
and at the same time transparent to the user. Ease of use and transparency are 
essential requirements for this security principle to be effective. 



 

Security controls should not make the resource significantly more difficult to access 
than if the security control were not present. If a security control provides too much 
friction for the users then they may look for ways to defeat the control and “prop the 
doors open”. 

Secure by Default 

Secure by default means that the default configuration settings are the most secure 
settings possible. This is not necessarily the most user-friendly settings. Evaluate what 
the settings should be, based on both risk analysis and usability tests. As a result, the 
precise meaning is up to you to decide. Nevertheless, configure the system to only 
provide the least functionality and to specifically prohibit and/or restrict the use of all 
other functions, ports, protocols, and/or services. Also configure the defaults to be as 
restrictive as possible, according to best practices, without compromising the 
“Psychological acceptability” and “Usability and Manageability” of the system. 

 

 

 

‘Older/other’ princlipes…… 

 

 



 

 

 

 

 



 

 

 


