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ENEMY OF THE STATE (1998):What Technologies are used?




WAS THIS REALISTIC IN 1998?
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IS IT REALISTIC NOW!?




What Could | Find Out About You?
From Your Account



What Could | Find Out About You?
From Your Friend’s Accounts



How Do You Defend Yourselves!?



Privacy
Protection
Strategies
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Segment Audience

Un-tag

Delete

Block

Deactivate
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Social

Social Stenography
Self Censorship

Falsification

Multiple Spaces

White Walling
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NilelgnkRdlelgl Asymmetry

the system
knows more about
you than you have disclosed



BOB’S PROFILE SAYS HE IS 6 FOOBARS TALL
WHAT HAS BOB TOLD US;WHAT DO WE KNOW ABOUT BOB?




BOB’S PROFILE SAYS HE IS 6 FOOBARS TALL
WHAT HAS BOB TOLD US;WHAT DO WE KNOW ABOUT BOB?

COMPARISON




ANNE (24) BRIE (53) CLARE (47)  DAVINA (28)
HOBBY: HOBBY: HOBBY: HOBBY:
HEFTUKA BUGDUF BUGDUF HEFTUKA




ANNE (24) BRIE (53) CLARE (47)  DAVINA (28) EMMA (2)
HOBBY: HOBBY: HOBBY: HOBBY: HOBBY:
HEFTUKA BUGDUF BUGDUF HEFTUKA BUGDUF

INFERENCE




In 2013 researchers in
Cambridge looked at the
predictive power of
Facebook likes...

Michal Kosinski, David Stillwell, and Thore Graepel. Private traits and attributes are
predictable from digital records of human behavior. Proceedings of the National

Academy of Sciences. 2013 110 (15) 5802-5805;




Single vs
In Redationship

In 2013 researchers in
Cambridge looked at the
predictive power of
Facebook likes...

Parents together at 21

Smokes Cigareties

Drinks Alcohol

Uses drugs

Caucasian vs,
African American

Christianity vs. Islam

Demaocrat vs

0.67

Republican
Gay - 0.88
Lesbian = 075
Michal Kosinski, David Stillwell, and Thore Graepel. Private traits and attributes are Gender = 093
predictable from digital records of human behavior. Proceedings of the National
Academy of Sciences. 2013 110 (15) 5802-5805; T T T 1
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THE EXTENDED
DIGITAL SELF

* Digital Mosaic
* Digital Footprints
* 3rd party footprints
* Digital Persona

All together is the
Extended Digital Self

Note: Your EDS includes

footprints and data that belongs to
others!




INFORMED CONSENT

“Informed consent, according to the common view, is
agent-centered and subjective. It has to be given freely,
with sufficient knowledge and understanding of use, risks,
consequences and alternative options.

Valid consent can only be given regarding specific parties
and a specific offer at a specific moment of time.”



244 HOURS

rage US Int
their relevant priv ypl s for a yea

>4 BILLION HOURS

all US u

6 MILLION PERSON YEARS



Is Consent Possible!?



THE DATAVORES
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" "Entertain us," it asks, "and we will give you what you want.” =
2 - Singularity Sky (2003), Charles Stross
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“If you're not paying,

you're the product”



THE INTERNET OF SHIT
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& nordic.businessinsider.com o

There's a simple reason why your new
smart TV was so affordable: It's
collecting and selling your data

u B Follow @BiNordic | W Follow @BiNordic FERUELTEY
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TECH = SAMSUNG

Samsung's smart fridge could be used to steal your Gmail login
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F()rbes illionaires Innovation Leadership Money Consumer Industry Lifestyle Featured BrandVoice Lists

How A Creep Hacked A Baby
Monitor To Say Lewd Things To A
2-Year-0Old

See Al |
Kashmir Hill t 0
Welcome to The ate Parts where technology & privacy collide 1 | Wirsiess Baby Monitor 5




MASS SURVEILLANCE

Mass surveillance, by
commercial organisations and
governments, have led some to
proclaim the death of privacy

theguardian.com ¢ ﬁ o (4]
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Surveillance

Mass internet surveillance threatens
international law, UN report claims

Actions of intelligence agencies are ‘corrosive of online privacy’, Ben Emmerson says in
response to Edward Snowden leaks

O 'Bulk access technology is indiscriminately corrosive of online privacy’, warns Ben Emmerson. Photograph:
Sarah Lee for the Guardian

Owen Bowcott and Spencer Ackerman
Wednesday 15 October 2014 09.55 BST




MASS SURVEILLANCE

“If you keep within the law,

you have nothing to fear”



MASS SURVEILLANCE

2014 China
announces
plans for new

social credi

system



MASS SURVEILLANCE

Correctional Offender Management Profiling for
Alternative Sanctions (COMPAS) — USA
Assesses risk of repeat crimes

Durham Constabulary’s Harm Assessment Risk
Tool (HART) - UK
Assesses risk of repeat crimes
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Correctional Offender Management Profiling for
Alternative Sanctions (COMPAS) — USA
Assesses risk of repeat crimes

Durham Constabulary’s Harm Assessment Risk
Tool (HART) - UK
Assesses risk of repeat crimes



MASS SURVEILLANCE

Correctional Offender Management Profiling for
Alternative Sanctions (COMPAS) — USA Discriminates against black people
Assesses risk of repeat crimes

-

Durham Constabulary’s Harm Assessment Risk
Tool (HART) - UK Discriminates against poor people
Assesses risk of repeat crimes

The Minority Report — Phillip K. Dick



The .
Cambridge

Analytica
MASS SURVEILLANCE Files A year-long investigation into

Facebook, data, and influencing
elections in the digital age

Key stories

‘I made Steve Bannon’'s ll Revealed: Brexit

psychological warfare insider claims Vote

tool: meet the data Leave team may have

war whistleblower breached spending
limits

Revealed / 50 million FaCEbOOk prOﬁleS Whistleblower alleges that
har\/ested for Cambl‘idge Analytica in Christopher Wylie goes on the electoral s-p(-{\di ng ruif-s could

record to discuss his role in have been manipulated over

ma]Ol‘ data breaCh jacking the profiles of millions controv | donation and that
of Facebook users in order to Vote Leave ‘tried to delete key
target the US electorate evidence’

The Brexit whistleblower / Revealed: the ties that Facebook's week of shame A4 Politicians can't control

‘Did Vote Leave use me? Was bound Vote Leave's data firm / The Cambridge Analytica the digital giants with rules
.. Inaive?' to controversial Cambridge fallout drawn up for the analogue
This is a Problem for Analytica era
. Andrew Rawnsley
Society as Whole ® 265
ddFacebook told meitwould  RIETGEEHIVEEATTN SE I | Speaking out / Former #4The Cambridge Analytica

act swiftlv on data misuse - seven hours at Cambridee Cambridee Analvtica exe sacaisascandal of



Richard Brautigan
(1967)

| like to think

(it has to be!)

of a cybernetic ecology

where we are free of our labors

and joined back to nature,
returned to our mammal
brothers and sisters,

and all watched over

by machines of loving grace.




Dave Millard (dem@ecs.soton.ac.uk)

@hoosfoos



