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Abstract

Security on the internet is becoming more and more of a concern as the internet becomes
increasingly integral in our daily lives. If the security system of a website is not implemented
correctly or thoroughly enough, personal and private details could be stolen, sensitive corporate
information could be leaked, or the site or business could be sabotaged. As this is a serious
concern, we created a website to act as an easy-to-use and informative resource for learning
about how vulnerabilities and weaknesses can be exploited, some basic steps that can be taken
to ensure that a website can be secured against the most common attacks, and how to find and
secure other potential vulnerabilities in the website. Ultimately our resource is a starting point, but
should convey the importance of internet security as well as setting users in the right direction
when designing sites.

Introduction

Most people take internet security for granted, or are unaware of the risks of using the internet.
They do not think twice about who signed the SSL certificate the site their user uses, or are not
concerned about using a 6-letter all lowercase password. However, any system should be
designed with the least proficient users in mind, and the internet is no exception. Developing and
integrating security into websites is vastly important to ensure as many people as possible that
they are not susceptible to risk. Unfortunately many websites are built by individuals who have no
formal training or education in website security, or are simply unaware of the risks and exploits
they are working into their product. To remedy this, we have created a website which educates
about security issues, teaching why internet security is important, how hackers find and use
exploits, how to fix said exploits and find others that need fixing, and other advice. The purpose of
this website is to provide a solid, general base to work off of, and to point the user in the right
direction to find more information.

Background

As an increasing number of people gain access to the internet, websites and our interaction with
them become an ever more important aspect of daily life. This has led to an increase in the
number of people with the ability to exploit security flaws in websites, and also makes them a
more attractive target for illegal activity. As website owners have a legal and ethical responsibility
to protect themselves and their users from illegal access to information, being able to create
secure websites is a very important skill to have as a website developer. To be able to create a
secure website however, it is also important to know the techniques employed by those trying to
gain illegal access to a site.

Method

To create the artefact we first researched the different techniques and tactics that hackers will
employ to gain access to information they are not legally allowed to have. Much of the
information came from internet sources, but also from information learnt by mobile and secure
systems students. This information formed the basis of our website aimed at teaching people
how to block these attempts at illegal access to information on their sites or that of their users.
We then researched the techniques employed by web site designers to protect themselves
against these attacks, again through web sites and lecture slides. With this information we
decided to lay out our website as a tutorial for creating a secure website while illustrating the
risks of not keeping active content secure. We included sections where the reader can attempt
common techniques employed by hackers to highlight how easy it is for unsecured or lazily
secured sites to have information accessed illegally.
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Discussion

Security is a growing issue, as more people than ever before are connected to the internet also the
amount of people with the ability and motive to attempt to illegally access information is
increasing. The site covers the importance of web site security, as well as looking at recent attacks
highlighting the potential severity of problems caused by gaps in security and that as owners or
administrators of a website you can’t be complacent.

Password Security

The first important issue is password security from the perspective of someone maintaining or
creating a website. It is important to begin with to have secure administrator passwords to many
systems including web application administrator page, database root password and database
password for web application access. The site discusses these, and goes into more detail about
their complexity and the responsibilities of those creating or maintaining a site. You also need to be
secure in the way in which passwords are stored on your site, so that if someone manages to
access the databases in some way they still can’t see the passwords. The most important thing is
to not store the passwords themselves as plain text. The site looks into the different methods for
securely storing the passwords and why secure storage of passwords is important. You need to
also consider the ways in which a hacker will attempt to gain access to the password, the site
looks into brute-force attacks and then includes an interactive page allowing them to test their
own password for safety in the case of someone attempting to brute-force their password. Lastly
with respect to password security, the site looks into alternative authentication methods.
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Type of attacks

The site then discusses the two main types of attack on a site, Cross-Site Scripting and SQL
injection. It is important to understand these attacks to aid your ability to defend your site against
them. Cross-Site Scripting involves injecting malicious code into a web page that gives the
attacker either heightened privileges on the user’s information, or redirects them to a malicious
page that has the look of an authentic site. SQL injection is when the attacker ‘injects’ SQL
commands into forms and gets the server to execute them, often with the intention of getting
increased privileges, creating long term errors in a database or data loss. These are described in
more detail with interactive examples allowing the user to see how the attack works, raising their
awareness. It also discusses how to defend the site against these attacks.

Other security considerations and Security Checklist

The last section of our site looks at other security considerations, and specific advice for when the
user creates or edits a website. We discuss what is HTTPS, what it means and why it is more
secured. Then, becasue this system is based on trust, we discuss what security certificates you
should trust and therefore which you should acquire for your site if you want to implement it.
CAPTCHAS are also covered, explaining their use and good design practices. The site also covers
how as a creator or maintainer, you would test your own system for security to make sure that you
are not putting users at risk. For general security tips, the site covers three popular languages
used to create languages and give advice specific to those languages as well as tips that are
relevant for all site administrators.

Conclusion

By following the tutorial, the reader should have learnt a lot about security and have a good
introduction to the issues surrounding it. They should also be able to use what they have learnt
from this tutorial to create a secure site, and have a good understanding of the techniques
employed and why they are important. While this is the case, we realise there are issues that we
weren’t able to cover and our site should therefore be seen as a solid foundation to understanding
security. If a reader is interested in security then we advise moving on to more advanced
resources, of which there are an increasing amount as site security becomes more relevant to
everyday life.



